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The truth about backups

Most organizations believe their 
backups are safe. In reality, many of 
those backups have never been tested.

A backup only proves itself 
when four things happen:

Until then, recovery is still an 
assumption.

But the real test only comes when 
something fails.

•	 A server crashes. A disk 
array dies. Ransomware 
spreads across the network.

•	 That is when recovery 
begins.

•	 And sometimes, that 
is when organizations 
discover their backups do 
not work.

Backups are one thing — knowing 
they’ll work when you need them 
most is another.

Backup validation replaces 
assumptions with evidence.

•	 Backup jobs run every night.

•	 Reports show everything 
completed successfully.

•	 Storage fills with images and 
archives.

•	 On paper, the organization is 
protected.

The image restores 
successfully

The machine boots 
normally

Applications start and 
function

Production can resume

The belief Vs. reality

The ultimate test

The four pillars 
of validation
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Why validation 
matters in OT 
environments

Operational environments place 
unique demands on recovery.

In production environments, failures like 
these do more than inconvenience users. 
They stop machinery.

Industrial systems are often very different from modern 
IT infrastructure. Many run on older operating systems. 
Some depend on specialized drivers or proprietary 
software. Hardware lifecycles can span a decade or 
more.

These conditions create risks that standard backup 
strategies do not always consider.

A backup image might restore successfully but fail to 
boot because the replacement hardware is different. 
A driver might be missing. A license might not load. A 
network configuration might break.

A single workstation 
can halt an entire production line.

When recovery
is required, it must work the first time.

Validation
helps ensure that it will.
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(1) Define

(2) Architect

Start by identifying which systems matter most 
and how quickly they must recover.

Engineers should understand:

•	 Which machines are critical to operations

•	 How long they can be offline

•	 How much data loss is acceptable

Next, backup infrastructure must support these 
recovery goals.

Important considerations include:
•	 Backup frequency

•	 Storage reliability

•	 Retention policies

Two metrics help define these limit:

The goal is not simply to store data.

Without these targets, recovery success cannot 
be measured.

These steps move organizations from simply storing 
backups to running a repeatable recovery process that 
works under real conditions.

•	 Recovery Time Objective (RTO) The maximum 
acceptable time to restore a system.

The goal is to restore systems quickly 
and predictably when something fails.

•	 Recovery Point Objective (RPO) 
The maximum acceptable amount of lost data.

Reliable recovery usually 
follows four steps.

Define

Architect

Validate

Operationalize

The recovery 
readiness framework

•	 Network isolation

•	 Off-site backup copies
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(3) Validate (4) Operationalize
Validation confirms that the backup architecture 
actually works.

Testing answers four practical questions:

•	 Can the backup restore successfully?

•	 Will the system boot after restoration?

•	 Do applications run normally?

•	 Can recovery meet the defined RTO?

Once validation proves recovery works, the next step is 
making it repeatable.

Recovery testing should not be a one-time exercise. It 
should become part of normal operations.

This means building processes that are:

•	 Repeatable

•	 Scheduled

•	 Documented

•	 Scalable across systems

Operationalizing recovery often includes:

•	 Scheduled validation testing

•	 Automated verification processes

•	 Documented recovery procedures

•	 Regular disaster recovery exercises

If those questions cannot be answered confidently, 
recovery remains uncertain.

The goal is consistency.

Recovery should not depend on improvisation 
during an incident. It should follow a process that 
has already been tested many times. 

Because the most reliable recovery is not the 
one you hope will work.
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At the base of the pyramid are 
checks that confirm backup data 
remains intact. These can run 
frequently and require little effort. 
As validation moves upward, tests 
become more realistic and provide 
stronger evidence that recovery 
will succeed.

At the top of the pyramid are full 
disaster recovery exercises. These 
simulate real incidents and provide 
the highest level of recovery 
confidence.

The following sections explain 
each validation method and when 
to use it. 
 
 

 
Figure: Backup validation 
methods increase confidence as 
testing becomes more realistic.

The 
validation 
pyramid

Backup validation is not a single test. Different 
methods provide different levels of assurance. 
Some are quick and easy. Others require more 
time and preparation.

Together they form a layered validation strategy.
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Validation 
Method

Effort 
Required

Typical 
Frequency

What It 
Confirms

Confidence 
Level

Hash 
Verification

Low Frequent
Backup 
data is not 
corrupted

Low

VM Boot 
Testing

Moderate Regular

System 
boots and 
applications 
start

Medium

Hardware 
Restore 
Testing

Higher Occasional

System 
recovers 
on physical 
hardware

High

Disaster 
Recovery 
Exercise

Highest Rare
Full recov-
ery process 
works

Very High

The following four methods 
form the foundation of most 
validation strategies. They 
differ in effort, frequency, and 
the level of confidence they 
provide.

Each validation method answers 
a different recovery question. 
The following sections explain 
when to use each one and what 
it proves.

Validation 
methods
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Method 1 — 
Backup Integrity 
Verification

1

What it proves
Integrity verification confirms the backup 
file is bit-for-bit identical to the original 
data.

This helps detect corruption caused by 
storage failures or transmission errors.

When to use it

What it is

What it doesn’t prove
How it works

Integrity verification checks whether the backup data stored 
on disk remains unchanged since it was created.

Backup software generates cryptographic hashes for blocks 
of data during the backup process. When verification runs, 
those hashes are recalculated and compared with the 
originals.

If the values match, the backup data remains intact.

Integrity verification should run frequently.

It is commonly used:
•	 Immediately after backup creation

•	 During scheduled verification jobs

•	 After moving backup images to new storage

•	 Before restoring an image

Integrity checks do not confirm that the 
system can actually recover. 
They do not test:

•	 Operating system boot

•	 Application startup

•	 Driver compatibility

Integrity verification provides a useful 
baseline, but it is only the first layer of 
validation.

1.	 Backup software calculates a hash value for 
each data block.

2.	 These hashes are stored inside the backup 
image.

3.	 Verification recalculates the hashes from 
stored data.

4.	 Any mismatch indicates corruption.
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Method 2 — Virtual 
Machine Boot 
Testing

2

What it provesWhen to use it

What it is

What it doesn’t proveHow it works

Virtual boot testing starts a backup image inside a virtual 
machine.

This allows engineers to verify that the operating system 
loads and basic functionality works.

This method is useful for regular validation 
without requiring spare physical hardware.

Virtual environments cannot fully replicate 
hardware dependencies.

Drivers, hardware interfaces, and certain 
licenses may behave differently outside 
physical machines.

Because of this, virtual boot testing should 
not be the only validation method.

Virtual boot testing confirms that:

•	 The operating system can start

•	 The system environment loads

•	 Applications launch successfully

This gives a much higher level of confidence 
than integrity checks alone.

1.	 Load the backup image into a 
virtualization platform.

2.	 Start the system as a virtual machine.

3.	 Confirm the operating system boots 
successfully.

4.	 Test logins, services, and applications.
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Method 3 — 
Restore to 
Hardware

3

What it provesWhen to use it

What it is

What it doesn’t proveHow it works

Hardware restore testing involves restoring a backup image 
onto physical hardware.

This test replicates real recovery conditions.

Hardware restore testing is particularly 
valuable for critical systems.

It can be performed:

•	 During planned maintenance windows

•	 After major system upgrades

•	 As part of periodic recovery validation

While hardware restore testing validates 
system recovery, it does not simulate 
broader incidents such as network outages 
or ransomware response.

Those scenarios require disaster recovery 
exercises.

Hardware restore testing confirms that:

•	 The system boots on real equipment 
including dissimilar hardware

•	 Drivers load correctly

•	 Applications run as expected

This is one of the strongest indicators that 
recovery will succeed during a real failure.

1.	 Select a recent backup image.

2.	 Restore the image to spare or 
replacement hardware.

3.	 Start the system normally.

4.	 Confirm applications and services 
operate correctly.
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Method 4 — 
Disaster Recovery 
Exercises

4

What it proves

These exercises can simulate large incidents 
but cannot replicate every real-world 
condition.

Unexpected failures may still occur during 
genuine emergencies.

When to use it

What it is

What it doesn’t proveHow it works

Disaster recovery exercises simulate major failure scenarios.

These drills test both technology and operational response.

These exercises are typically performed less 
frequently, often annually or after major 
infrastructure changes.

They are especially useful for validating 
organizational readiness.

Disaster recovery exercises validate:

•	 Recovery procedures

•	 Team coordination

•	 Incident response processes

•	 Recovery time objectives

They provide the highest level of recovery 
confidence.

1.	 Introduce a simulated failure scenario.

2.	 Identify the appropriate backup images.

3.	 Restore systems and infrastructure.

4.	 Confirm applications function correctly.

5.	 Measure recovery time.
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How often 
should backups 
be validated?

As often as you can is the simple answer. There is no universal 
schedule for validation.

Different systems carry different risks. 

•	 Critical systems that control production should be 
tested more frequently.

•	 Less critical machines may require only periodic testing.

The most important principle is consistency.

Validation should occur as often as practical.

Hope is not a recovery strategy.
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Documentation 
and Continuous 
Improvement

Backup validation becomes more valuable when results are 
documented and reviewed over time. Each validation exercise 
provides information that improves recovery readiness.

Teams should record:

•	 Validation date

•	 System tested

•	 Validation method used

•	 Recovery time

•	 Issues discovered

•	 Corrective actions taken

This documentation supports several important goals.

•	 First, it provides a history of recovery testing. Engineers 
can see how recovery performance changes over time 
and identify recurring issues.

•	 Second, it improves recovery procedures. When steps 
are recorded clearly, future recovery efforts become 
faster and more predictable.

•	 Third, it supports audits and compliance requirements. 
Many security frameworks require evidence that 
backup and recovery processes are tested regularly.

•	 Finally, documentation helps organizations build 
confidence in their recovery strategy. Over time, 
repeated validation demonstrates that systems can 
recover reliably under real conditions.

Backup validation is not a one-time exercise. It is an 
ongoing process.

Each test strengthens recovery capability and reveals 
opportunities to improve.

Because when recovery is needed, the goal is not to 
improvise.

The goal is to follow a process that already works.
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•	Backups are only valuable if they can restore systems when 
something fails.

•	Validation transforms backups from stored data into proven 
recovery capability.

•	It replaces assumptions with evidence.

•	Because when production stops, only one thing matters.

•	Getting systems back online.

•	Fast recovery beats perfect prevention.

Final thought
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Backup 
Validation Quick 
Start Checklist

Use this checklist to confirm whether your backups can 
actually recover a system. The goal is simple: prove that 
recovery works before you need it.

Step 1 — Identify a critical system Step 3 — Verify backup integrity

Step 2 — Locate the latest backup

Start with one machine that would stop operations if it 
failed.

Examples:

•	 SCADA server

•	 PLC engineering workstation

•	 HMI machine

•	 Historian database

•	 Production line controller

Ask: If this machine stopped today, how quickly would we 
need it back?

Start the backup image in a test environment.

Preferably:

•	 Hash verification passes

•	 No storage errors appear

•	 Backup file can be read

This step confirms the backup data is intact.

Confirm the backup exists and is accessible.

Check: 

•	 Backup storage location

•	 Backup date and time

•	 Backup retention policy

If the backup cannot be located quickly, recovery will be 
slower during an incident.
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Step 6 — Measure recovery time

Step 7 — Document the result

Step 5 — Confirm application functionality

Step 4 — Perform a test boot

Start the backup image in a test environment.

Preferably:

•	 A virtual machine

•	 An isolated test network

Confirm:

•	 Operating system boots

•	 Login works

•	 Services start

•	 Applications launch

If the system cannot boot here, recovery will fail during 
a real incident.

Record how long the process took.

Measure:

•	 Time to locate backup

•	 Time to restore the image

•	 Time for system startup

Compare this with the Recovery Time Objective (RTO).

If recovery exceeds the RTO, adjustments may be needed.

Record what happened during the test.

Include:

•	 Validation date

•	 System tested

•	 Recovery time

•	 Issues discovered

Documentation helps improve recovery procedures and 
supports future audits.

Do not stop testing once the system boots.

Verify that the system actually works.

Check:

•	 Industrial applications open

•	 Services start correctly

•	 Configuration files load

•	 Databases connect

A system that boots but cannot run applications is not 
recovered.
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Visit

Speak to a recovery expert 
about building a backup 
validation strategy that works 
when it matters most.

www . macrium . com

https://www.macrium.com/contact

