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The Macrium 2026 benchmark study , conducted in 
partnership with NewtonX , examines how 
manufacturing organizations approach system 
protection, backup, & business continuity strategies.

The research surveyed 100 verified IT & OT decision-
makers from mid-sized to enterprise manufacturing 
organizations with at least 2,500 employees across 
North America & the United Kingdom.
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The Critical Imperative of System 

Protection in Modern 

Manufacturing
In an era where manufacturing operations are increasingly digitized & 

interconnected, the ability to protect & rapidly recover critical information has 

evolved from a technical concern to a strategic business imperative.

Manufacturing organizations operate at the intersection of traditional processes 

& cutting-edge digital technologies, creating environments where a single point 

of failure can halt production lines, disrupt supply chains, & generate losses 

measured in hundreds of thousands of dollars per minute.

The Unique Complexity of 

Manufacturing System Protection

Unlike other sectors focused primarily on traditional IT infrastructure, 

manufacturing must safeguard diverse & interdependent systems spanning both 

IT & operational technology (OT). ERP systems, manufacturing execution 

systems, SCADA platforms, & programmable logic controllers all generate 

mission-critical data while simultaneously controlling physical production 

processes.

Many organizations operate with legacy systems - some decades old - alongside 

modern cloud infrastructure & emerging Industry 4.0 technologies.

These hybrid environments create unique challenges for implementing 

comprehensive backup & recovery strategies that accommodate proprietary 

protocols, real-time operational requirements, & distributed manufacturing sites.
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The Rising Stakes
For manufacturing organizations, downtime represents a direct assault on 

operational efficiency & competitive positioning. 

Unplanned downtime can cost mid-sized manufacturers tens of thousands to 

hundreds of thousands of dollars per hour, while eroding customer confidence, 

brand reputation, & supply chain commitments.

Despite these high stakes, many organizations struggle to achieve adequate 

backup & recovery capability. Target recovery objectives often exceed actual 

capabilities. Backup systems remain untested or tested too infrequently, & 

evolving cyber threats - particularly ransomware targeting manufacturing 

infrastructure - have introduced risks that traditional backup approaches were 

never designed to address.

The Path Forward
Addressing these challenges requires a fundamental shift in approach. Backup & 

recovery must be recognized as strategic capabilities that directly enable 

operational resilience, demanding investment in comprehensive testing programs 

& solutions purpose-built for manufacturing complexity. 

This research illuminates the current state of system protection practices across 

manufacturing, identifies common challenges & emerging trends, & provides 

insights to guide organizations toward more robust capabilities. 

The findings represent the collective experience of IT & operations leaders, 

offering a benchmark against which manufacturing organizations can evaluate 

their own capabilities & priorities.
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Three-quarters employ hybrid backup approaches 

combining cloud & on-premise solutions, prioritizing 

protection for databases, ERP systems, & cloud 

workloads.

However, operational technology systems rank 

notably lower in protection priorities despite their 

criticality. 

More concerning, a third of manufacturers lack 

confidence in meeting recovery targets & overall 

backup capabilities, revealing a disconnect between 

deployment & operational readiness.

Manufacturers focus heavily on time-based metrics 

like RTO & RPO, but only a quarter track recovery 

test frequency.

This creates dangerous blind spots where 

organizations measure backup completion rates 

without validating actual recovery capability - a gap 

that may only become apparent during costly 

production outages.
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Tool Fragmentation Dominates the 
Landscape

Manufacturing backup environments are 

characterized by extensive platform diversity, with 

the vast majority deploying multiple solutions 

simultaneously. Organizations continue layering 

tools, treating different platforms as addressing 

distinct requirements.

This reflects manufacturing's inherent complexity 

where diverse system types resist unified 

approaches.

Hybrid Strategies Prevail, But 
Confidence Gaps Persist

Measurement Without Validation 
Creates Blind Spots

Key Insights
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Consolidation opportunities 
exist for vendors who can 
address the full spectrum of 
manufacturing requirements

Testing & validation must 
move from periodic 
activities to regular 
operational practices

OT protection requires 
elevated priority given the 
criticality of 
manufacturing systems

Confidence-building
through proven recovery 
capabilities, not just 
backup completion 
metrics

Key Insights
Current Priorities



Three-quarters of manufacturers employ hybrid backup strategies, reflecting diverse system 
protection needs. Cloud workloads, databases, & servers lead protection priorities, while operational 
technology systems rank notably lower - suggesting gaps in OT protection despite their criticality to 
manufacturing operations.
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Current Backup & 
Recovery Approach

Systems & Data Types 
Managed for Backup

93%
90% 89%

60%
54%

65%

Base: All respondents n=100

Hybrid Approach (75%)

Cloud only (23%)

On-Premise Solution (2%)

DatabasesCloud Workloads
(Azure, AWS, etc.)

Servers / Virtual 
Machines

ERP / CRM Systems Endpoint Devices 
(Laptops, Desktops)

Operational 
Technology (OT) / 

ICS / SCADA Systems
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Backup & Recovery Solutions 
in Use
Manufacturing organizations operate highly fragmented backup environments, with nearly 
two -thirds (64%) using 2-3 different solutions & over a quarter (26%) deploying four or more 
tools to protect their IT & OT systems.

64%
2-3 different solutions

26%
4 or more tools

Base: All respondents n=100



43%

46%

52%

39%

61%

62%

4%

5%

26%

27%

13%

15%

48%

44%

9%

9%

Manufacturers focus backup on core business systems - databases, ERP, & cloud workloadsĤwhile prioritizing 
ransomware defense & disaster recovery. However, a third lack confidence in meeting RTOs for critical systems & in 
overall backup capabilities. This gap between investment & confidence suggests that deploying backup solutions 
does not guarantee operational readiness when recovery is needed.

Base: All respondents n=100

* B2B = Bottom 2 box (Those selecting ĨNot at all confidentĩ or ĨSomewhat confidentĩ
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Backup & Recovery
Strategy

Confidence in...

Meeting RTO for Critical Systems

Priority Systems

Top Priorities

Backup & Recovery Capabilities

UK is not as confident as North America in Backup & 

Recovery Capabilities (B2B* 46% vs. 27%)

Not At All Somewhat Neutral Fairly ExtremelyB2B*

32%

30%

Databases (SQL, Proprietary, etc)

ERP (SAP, Oracle)

Cloud-Hosted Workloads or Storage

Protecting Against Ransomware

Improving Disaster Recovery Capabilities

Reducing Costs



Manufacturers prioritize time -based recovery metrics, with 73% tracking RTO & 

63% monitoring RPO, reflecting the critical importance of minimizing downtime. 

However, a concerning gap emerges in validation practices: only 25% track 

recovery test frequency, & just 44% monitor the amount of data successfully 

recovered.

This reveals that organizations are measuring what's easy to track- backup 

completion rates & theoretical recovery times - rather than validating whether 

systems can actually be recovered when needed, creating dangerous blind spots 

that may only become apparent during actual production outages.
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KPI Tracking For Backup & 
Recovery

Recovery Time Objective 

(RTO)

Recovery Point Objective 

(RPO)

Backup Success

Rate

Amount of Data Successfully 

Recovered

Cost of Downtime or 

Data Loss

Time to Detect Failed 

Backups

Frequency of Recovery 

Tests

73%

63%

55%

44%

36%

34%

25%

Base: All respondents n=100

73%
track RTO

63%
monitor RPO

25%
track recovery test frequency

44%
monitor amount of data recovered



Manufacturers operate predominantly hybrid environments, balancing modern and legacy systems. Cloud 
connectivity across production systems is rising, with many manufacturers now integrating cloud services into a 
substantial share of environments. However, recent high-profile vendor outages and supply-chain incidents are 
raising questions about how OT operations can stay resilient when disruption originates outside the plant.

13

IT & OT 
Infrastructure

Cloud-connected Manufacturing 
& Production Systems

Balanced Mix
Approximately Equal Mix Of 
Modern & Legacy Systems

Mostly Modern
Majority Current Systems With 
Some Legacy Still In Operation

Fully Modern
All Current -generation Systems 
& Cloud Infrastructure

42%

47%

6%

Base: All respondents n=100

None or minimal 
number
(0-25%)

About half of the 
systems
(26-50%)

Most of the systems
(51-75%)

Nearly all or all 
systems

(76-100%)

22%

28% 28%

21%



Risks, Resilience 
& Recovery 
Performance
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Most manufacturers experience regular unplanned 

downtime, with operational missteps - not 

cyberattacks. Failed maintenance, configuration 

errors, & infrastructure failures dominate causes. 

Financial stakes are severe, with many facing six-

figure hourly losses, yet recovery times consistently 

stretch beyond acceptable thresholds.
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Key Insights

Internal Operations Drive Downtime, 
With Severe Financial Consequences

Testing Reveals Critical Gaps 
Between Plans & Performance

Only a small fraction meet stated recovery 

objectives during validation exercises, with many 

performing significantly slower & some never 

testing comprehensively. Organizations monitor 

operational metrics regularly but conduct full-scale 

exercises just once or twice annually. Backup 

completion is tracked continuously while recovery 

capability remains unproven until actual failures 

occur.

Dependencies, Compliance, & Vendor 
Proximity Shape Strategy

Manufacturers express widespread concern about 

third -party dependencies, with most considering 

vendor location strategically important. Compliance 

adds complexity through multiple frameworks with 

regional divergence. Recent disruptions have 

elevated backup priorities, though many still view 

system protection through a cybersecurity lens 

rather than broader operational resilience 

perspective.
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Key Insights
Current Priorities

Shift focus from prevention to 
recovery speed given that internal 
operational issues drive most 
downtime

Regular, comprehensive testing 
must replace infrequent disaster 
recovery exercises to validate actual 
capabilities

Recovery time reduction should be 
prioritized given the substantial 
financial impact of extended 
outages



However, testing exposes a troubling disconnect: only 18% meet or exceed their 

recovery time targets, while 48% perform slightly slower & 26% fall significantly 

short of their RTOs. An additional 6% haven't conducted full recovery tests at all, 

meaning they operate without validated knowledge of their actual recovery 

capabilities.

17

IT leadership drives recovery in nearly half of manufacturers, with joint IT/OT 

coordination teams handling two-fifths. Recovery Process Lead for 
Downtime Events

18%
meet or exceed recovery time targets

48%
perform slightly slower

26%
fall short of RTOs

6%
havenĦt conducted full recovery 

tests

Higher for North America (54%) vs. UK (27%)

Base: All respondents n=100

IT Leadership

(47%)
Joint IT/OT
Coordination Team
(39%)

OT/Engineering 
Leadership
(9%)

Managed Service Provider or 
External Vendor



While two -thirds of manufacturers review performance metrics monthly or quarterly, 
validation practices lag behind. Half test backups with similar frequency, but 60% conduct full 
disaster recovery exercises only twice yearly or annually. This gap between monitoring & 
validation means organizations track backup completion without regularly confirming actual 
recovery capability when systems fail.
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Frequency of...

Backup & Recovery Performance 

Metrics Review

Organization -wide Backup Or Disaster 

Recovery Tabletop Exercises

Backups Testing Or Validation To Ensure 

Systems Can Be Successfully Recovered

68% 60% 50%
Monthly or Quarterly Twice Per Year or Annually Monthly or Quarterly

Base: All respondents n=100



3%

17%

31%
23%

25%

10%

Three-quarters of manufacturers experience downtime at least annually, with planned maintenance gone wrong as 
the leading cause, followed by configuration loss & network failures. This reveals most outages stem from internal 
operations rather than external attacks. Nearly half in North America & over a third in the UK estimate downtime 
costs exceeding $100K per hour.
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Downtime
Frequency

Downtime Main
Causes

Downtime Cost 
Per Hour

$ £

Base: All respondents n=100

Planned Maintenance
Gone Wrong

18%

Configuration
Loss/Change

16%

Network
Failure

16%

Power Outage or 
Environmental Event

15%

Hardware
Failure

10%

Software
Issue

Human
Error

8%

Cyberattack/
Ransomware

5%

Less than 50K

50K to less

than 100K

100K or more

Unable to estimate

Prefer not to say6% 4%

10% 18%

46% 32%

15%

18%

23%
29%

Weekly Quarterly

Annually Rarely or NeverMonthly

74%



More concerning is the recovery time reality: three-quarters of organizations 

require over two hours to restore operations.
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Over half (55%) of manufacturing organizations experienced a ransomware 

incident in the past year, though most were successfully prevented or contained -

36% were blocked entirely & 11% were detected with minimal impact. However, 

8% faced significant operational downtime, demonstrating that defenses remain 

imperfect.

Typical Recovery Time During 
Downtime

55%
experienced a ransomware incident in 

past year

36%
blocked entirely

11%
detected with minimal impact

8%
significant operational

downtime

Recovery time is longer in North America vs. UK 

(over 4 hours 39% vs. 12%)

23%
less than 2 hours

32%
over 4 hours

41%
2 - 4 hours

Base: All respondents n=100
























